
M5 – Networks Key Knowledge 
Common Network Abbreviations: 

 

 

 

 

 

 

DNS Process: 

When a client accesses a website, e.g. 

www.google.com, a request is sent to the Domain 

Name System. This system is like an address book for 

websites, it checks for the IP address of the site and 

returns the number. This number is where the re-

source is actually held, so can then be displayed to 

the user. 

Types of Cyber Attack: 

Malware: Malicious software designed to break or 

disrupt a computer system. Types include: Trojans 

which disguise themselves as good software but 

are actually malicious; and Spyware which tracks 

what you are doing, for example logging what you 

type. 

Hacking: Attempting unauthorised access to a sys-

tem or account through various means such as 

guessing passwords or brute-force attacks. 

Phishing: Sending fake communications designed 

to spread viruses or steal information. 

Key Words 
Network: Multiple computer sys-

tems connected that can com-

municate. 

Topology: The way in which things 

are connected. 

Client: Part of a client-server net-

work that mostly sends requests 

and receives information. 

Server: A network computer used 

to host websites, applications and 

files. 

Ethernet: Cable used to connect 

to a network. 

Network: Multiple computer sys-

tems connected that can com-

municate. 

Protocols: Agreed upon rules for a 

network. 

Bandwidth: How much data can 

pass through the network transmis-

sion. 

Packet: A small block of data 

transferred between computers. 

Firewall: Protects against unauthor-

ised network access.  

Peer to Peer: Network where com-

puters connect equally, often to 

Key Skills 
Comparing Topologies: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Explaining Ethical Issues: 

Hacking: By definition it is unauthorised access. Can 

crash websites that are vital. Could be good rea-

sons, e.g. hacking terrorists or to test security. 

Social Networks: Allows good communication but 

also opens up issues such as cyber bullying or cat-

fishing. Also issues with tracking and advertising. 

Bus Topology 

 

 

 

 

Pros: Cheap, easy to setup 

Cons: Not secure, if one goes 
down they all go down. 

Ring Topology 

 

 

 

 

Pros: Fast, no data collisions. 
Cons: Not secure, if one goes 
down they all go down. 

Star Topology 

 

 

 

 

Pros: Secure, reliable. 
Cons: Expensive, needs extra 
network hardware (hub, switch). 

Mesh Topology 

 

 

 

 

Many variations. More com-
plex to set up, but can be far 
more secure or useful. 

LAN Local Area Network, e.g. School 

WAN Wide Area Network, e.g. internet 

PAN Personal Area Network, e.g. Bluetooth. 

DNS Domain Name System, used for internet access. 

IP Internet Protocol, unique network address. 

VPN Virtual Private Network, helps protect networks. 

DNS Domain Name System, used for internet access. 

DDos Distributed Denial of Service attack, crashes servers. 


